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Abstract

The technological revolution of the last decade has significantly impacted the
financial services industry, characterised by the rise of financial technology
(fintech). Fintech has promised to increase accessibility of financial services,
transactional efficiency and financial inclusion. However, this rapid growth also
brings new risks and challenges that are not yet fully understood. The research
method used in this study is literature. The results show that fintech has
successfully changed the paradigm of financial services, integrating technologies
such as Al, machine learning, and big data analytics to deliver faster, cheaper, and
more personalised services. This has contributed to financial inclusion in many
previously underserved areas. However, significant challenges such as
cybersecurity risks, regulatory uncertainty, and operational risks are emerging as
side effects of the rapid adoption of fintech. These risks demand serious attention,
mitigation, and management from all decision makers in the industry.
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Introduction

In today's digital era, technology has transformed many aspects of life, including
the financial sector. The financial sector has undergone significant changes over the
past few decades, driven by technological innovations, adjusting global regulations, and
changing consumer demands and expectations (Agur, Peria, and Rochon 2020). Initially,
financial services were dominated by large institutions such as banks, insurance

' Correspondence author

2477


mailto:erwin@hukum.untan.ac.id
mailto:noorsidi@utm.my
mailto:al.amin-2024@feb.unair.ac.id

companies, and stock exchanges, which offered their services through traditional
channels such as physical branches and manual communication systems. However, with
the advancement of information technology, the introduction of personal computers,
and the internet, the ability to conduct transactions and access information in real-time
became possible, starting a new era in the financial sector (Alexander and Karametaxas
2021).

The next significant transformation was seen with the emergence of fintech that
incorporates technology in every aspect of financial services, from payments and
wealth management to financing and insurance. Technologies such as blockchain,
artificial intelligence (Al), and big data analytics continue to transform the way financial
institutions operate and interact with their customers (Allen, Gu, and Jagtiani 2022). The
speed, transparency and personalisation of financial services are increasing
significantly, creating new opportunities for consumers and businesses to access
financial products and services in a more efficient and inclusive way. The financial sector
continues to evolve, spurred by innovations that not only improve operational efficiency
but also open the door to new, more inclusive business models (AIMomani and Alomari
2021).

The emergence of fintech or financial technology has played a major role in
reshaping the landscape of modern financial services. Fintech, which is a combination
of "financial" and "technology", refers to innovations that aim to compete with
traditional methods of delivering financial products and services (Anifa et al. 2022).

Fintech has opened up many new possibilities by introducing features such as
online payments, peer-to-peer lending, crowdfunding, and branchless banking (Arnaut
and Bedirovi¢ 2023). However, this rapid growth also presents challenges and risks, such
as data security, customer privacy, and financial system stability that could be
jeopardised by uncontrolled innovation (Arner et al. 2020).

The impact on the financial industry is so great that many traditional financial
institutions have started adopting new technologies or collaborating with fintech
companies to maintain their relevance in the market. This creates new questions on how
the fintech sector can expand while maintaining security, stability, and user trust (Ashta
and Herrmann 2021).

This background underlines the importance of understanding the capacities and
limitations of fintech in the transformation of financial services. With its growing
popularity among global consumers, it is important for stakeholders to identify the
potential offered by fintech as well as to identify, analyse, and address the risks that
arise as a result of this innovation.

Therefore, this research aims to investigate in depth the various aspects of
financial services transformation influenced by fintech, with a particular focus on the
potential and associated risks. The results of this research are expected to provide
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strategic guidance for the further sustainable and responsible development of the
fintech sector.

Research Methods

The study conducted in this research is the literature research method. The
literature research method is an approach that collects, reviews, and analyses previous
publications (such as journal articles, books, reports, news articles, and online materials)
to gain an in-depth understanding of a particular topic. This method is often used in
various disciplines as a way to build a theoretical basis for research, identify gaps in the
existing literature, or as a standalone research method. (Esmaeilpour and Nashtaee
2024); (Gokcearslan, Tosun, and Erdemir 2024); (Heijden 2024).

Results and Discussion
Fintech Concept

Fintech, short for "financial technology," refers to the use of innovative
technologies in the design and delivery of financial services and products with the aim
of enhancing, renewing, and often replacing traditional financial services systems
(Atikah 2020). Fintech encompasses a wide range of applications and business models,
from digital payment platforms, blockchain technology and cryptocurrencies, robo-
advisors, crowdfunding, peer-to-peer lending solutions, to open banking technologies.
At the heart of the fintech revolutionis a spirit of innovation that seeks to make financial
services more accessible, more efficient, cheaper, and more personalised for consumers
and businesses around the world (Awotunde et al. 2021).

The history of fintech can be traced back to the early 1950s with the development
of credit cards and ATMs, but a major transformation occurred in the late 1990s and
early 2000s with the advent of the internet and smart phones. This revolution was
accelerated by the 2008 global financial crisis, which fuelled public disillusionment with
big banks and created a need for more transparent, affordable and inclusive financial
services (Baba et al. 2020). Since then, the fintech industry has grown rapidly, fuelled by
technological advances such as Artificial Intelligence (Al), machine learning, and
blockchain, as well as regulatory changes that have allowed new innovations to emerge,
making fintech one of the most dynamic and transformative sectors in the global
economy today (Babu et al. 2024).

Business models in the fintech industry are diverse, reflecting the different
aspects of financial services and products that they innovate. One popular business
model is the B2B (business-to-business) platform that provides technology to banks and
other financial institutions to help improve their operations, both in terms of efficiency
and service offerings to their clients (Barefoot 2020). The B2C (business-to-consumer)
model, on the other hand, focuses directly on consumers by providing services such as
mobile banking, digital payments, online investments, and peer-to-peer lending.
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Fintechs are also exploring subscription-based models, where users pay regular fees for
access to premium services, as well as intermediary models that bring together
borrowers and lenders or investors with projects in need of funds (Barroso and Laborda
2022). In addition, a 'freemium' model is used where basic services are offered for free,
while further additional services or features are commercialised (Beck 2020).

The technology that forms the backbone of the fintech industry is sophisticated
and constantly evolving. Big data and advanced analytics allow for customised services
and faster and more accurate credit decisions. Artificial intelligence (Al) and machine
learning are used for the development of robo-advisors, automation of customer
service processes, and more efficient detection of fraud and suspicious activities.
Blockchain technology is being revolutionised by the fintech sector, not only in
cryptocurrencies but also to create a more secure and transparent payment system
(Beck 2020). In addition, the use of APIs (Application Programming Interface) in open
banking enables secure data sharing between different financial service providers to
create a more integrated ecosystem and better customisation of services for users.
Such technologies not only improve customer experience, but also help in addressing
challenges such as financial inclusion and operational efficiency in the banking sector
(Belozyorov, Sokolovska, and Kim 2020).

The main conclusion that can be drawn from the evolution and application of
technology in the fintech industry is that it is a transformational force in the financial
sector, bringing unprecedented innovation and efficiency. Fintech business models, be
it B2B or B2C, have the potential to change the way institutions and consumers interact
with financial services, making them more inclusive, personalised and accessible.
Technologies such as big data, Al, blockchain, and APIs are now key in developing
services that are more secure, efficient, and responsive to dynamic consumer needs.

The fintech industry has successfully challenged the traditional norms of the
financial sector and paved the way for continuous innovation that promotes financial
inclusion, transparency, and better financial services. With the use of advanced
technology, fintech not only improves services for consumers but also advances the
operational aspects of financial institutions by simplifying processes, improving
security, and enabling data-driven decision-making. While challenges remain, such as
regulatory issues and data security, the potential for fintech to have a positive impact
on the global economy and the world's financial system is immense. As technology and
business models continue to evolve, the fintech industry is expected to continue to
expand and evolve, opening a new chapter in the way we manage and interact with
money.

Financial Services Transformation
The fintech industry has revolutionised the financial services landscape by
leveraging technology to make services more accessible, convenient, and customisable.
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By relying on innovations such as mobile banking apps, digital payments, non-traditional
money transfers, and automated investment services, fintech has reduced the need for
face-to-face interactions with traditional banks and other financial institutions (Bhasin
and Gulati 2021). This is most evident in the aspect of financial inclusion, where fintechs
provide financial services to previously unserved or underserved populations, including
in remote areas with limited access to banks. Fintech companies are also advocating an
'open banking' approach, using APIs to create a more collaborative ecosystem where
applications and services can share data and functionality, increasing choice for
consumers and facilitating the creation of new market-disrupting services (Boot et al.
2021).

Besides reviving customer service, fintech has brought much-needed
operational efficiency to the industry. Using artificial intelligence and machine learning,
processes such as credit scoring that were once time-consuming can now be automated
and more accurate, reducing credit risk and speeding up loan approvals (Boustani 2020).
Blockchain technology, which underlies cryptocurrencies, is giving way to secure and
verifiable payment systems without intermediaries adding costs. These innovations,
coupled with the ability to collect and analyse big data, not only enable more data-
driven financial decisions, but also unlock the potential for deeper personalisation of
offers and marketing, thereby creating new value and richer experiences for end users
(Brandl and Hornuf 2020). Fintech, as a whole, has been a significant agent of change,
challenging the existence of traditional banks to innovate or face market attrition
(Butler 2020).

The implementation of fintech in financial services has covered a wide range of
aspects, from digital payments to automated financial advisory services, also known as
'robo-advisors'. In the payments sector, fintech has introduced faster, safer, and more
convenient payment methods, such as digital wallets and mobile payment apps
(Campanella et al. 2023). These innovations allow consumers to make transactions
without having to rely on physical money or plastic cards, reducing waiting times and
increasing security through sophisticated authentication techniques. In addition,
crowdfunding and peer-to-peer lending platforms have changed the way individuals
and businesses access capital. Through these platforms, users can fund initiatives or
projects they support or obtain loans from a group of individuals without going through
traditional financial institutions, often with better terms and streamlined processes
(Carbé-valverde, Cuadros-Solas, and ... 2021).

At the operational level, fintechs have applied advanced technologies such as
artificial intelligence (Al) to automate credit processes and risk analysis, thereby
speeding up loan approvals and minimising potential defaults. Blockchain, on the other
hand, is being used to create more efficient payment and reconciliation systems,
reducing transaction costs and increasing transparency across the industry
(Chakraborty 2020). In addition, the implementation of big data and analytics has
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enabled fintech companies to provide more personalised services to customers, ranging
from customised product offerings to better risk management. The implementation of
these technologies by fintechs is not only redefining how financial services are delivered
but also how traditional financial institutions consider their operations and business
strategies in the face of rapid digitalisation (Chaudhry et al. 2022).

Fintech Potential

The potential of fintech in redefining financial services is essentially limitless,
especially with technology constantly evolving. In markets untouched by traditional
financial institutions, also allocated as "banked", fintech has the potential to provide
access to financial services through innovations such as mobile payments, microcredit,
and insurance (Chen, Yang, and Ma 2022). Examples include models such as M-Pesa in
Kenya, which has exploded financial inclusion by allowing users to conduct financial
transactions using only mobile phones. Such services not only increase financial
inclusion, but social and ecological empowerment, but also build business
methodologies with national banker infrastructures. As a result, it encourages the full
acceptance of bonuses without the education of local bankers (Cheng and Qu 2020).

Going forward, fintech is expected to excel in better risk management and
compliance. For example, artificial intelligence (Al) and machine learning can be used to
analyse suspicious transaction patterns, automate KYC (Know Your Customer)
processes, and comply with regulations more effectively (Deshpande 2020). This can
reduce costs for financial institutions and increase security for consumers. With big data
and increasingly sophisticated software, fintech not only improves financial security but
also allows financial institutions to focus on innovation and service improvement
(Dharmadasa 2021).

Thus, fintech has great potential in creating more inclusive, efficient, and secure
financial services.

Fintech Risks

While fintech offers many benefits in terms of efficiency, accessibility and
innovation of financial services, there are also risks attached to the use of this new
technology. One of the main risks is cybersecurity. With the increasing reliance on digital
systems, fintech is becoming an attractive target for cyber criminals (Ebrahim,
Kumaraswamy, and ... 2021). Cyberattacks can result in personal data leakage, identity
theft, and loss of money for users. For this reason, fintech companies must implement
strong security measures to protect user data and transactions (Eceiza et al. 2020).

Another risk faced by the fintech sector is regulatory uncertainty. Fintechs
operate in areas that are often not fully governed by existing laws and regulations. This
can lead to difficulties in navigating the legal environment and potentially facing action
from regulators in the event of a breach. This regulatory uncertainty can also hinder
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growth and innovation within the fintech industry, as companies may be hesitant to
develop new services until there is legal clarity (Elsaid 2023).

In addition, operational risk is also an important concern for fintechs. System
failures, human error, and risks associated with outsourcing critical functions can have
a serious impact on a fintech company's operations and its reputation. Ensuring service
reliability and availability is an important key to winning user trust (Fenwick and
Vermeulen 2020). Therefore, effectively managing operational risk is a critical element
for long-term success in the highly competitive fintech industry.

Conclusion

Fintech has played an important role in revolutionising the financial services
industry, opening up access to financial services for millions of people previously
unreached by the traditional banking system. Innovations such as mobile payments,
online lending, insurance, and other financial services have simplified transaction
processes, reduced service costs, and improved operational efficiency. This not only
helps in achieving financial inclusion but also fuelling economic growth, especially in
developing countries where many citizens do not have access to banking services. Using
the latest technologies such as Al, machine learning, and big data, fintech is also making
inroads in managing risk and compliance, providing more personalised and secure
services to consumers.

However, with this rapid growth comes risks related to cybersecurity, immature
regulations, and potential operational risks. Data leaks, fraud, and cyber-attacks are
major challenges that must be overcome to maintain consumer confidence. In addition,
regulatory uncertainty may hinder fintech innovation and expansion in some regions.
Operational risks, including human error and system failures, demand robust
infrastructure and efficient management. Therefore, a balance between innovation and
risk mitigation is key to ensure fintech can continue to contribute to sustainable and
inclusive financial services transformation.

Research results on fintech and financial services transformation emphasise the
importance of responsible and sustainable fintech integration in the financial services
ecosystem. The implication for financial services practice is the need for financial firms
and institutions to adopt fintech technologies while strengthening cybersecurity
frameworks and adjusting to changing regulations to protect consumer interests. It also
calls for closer collaboration between regulators, fintechs and traditional financial
institutions to create an innovative yet safe environment, with the aim of expanding
access to more efficient and inclusive financial services. In addition, the emphasis on
responsible financial service provision sheds light on the need for a more consumer-
centred approach, where training, financial education and transparency are essential
elements to ensure that the evolution of financial services provides optimal benefits for
all parties.
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